network; and (c) deprives Cellular One® of system access
charges for phones using its network, the violation of 47
C.F.R. § 22.919 by defendants Cellular Two and Yankovsky 1is
injuring Cellular One@®.

9. Accordingly, Cellular One® is entitled to a-
permanent injunction barring defendants Cellular Two and
Yankovsky from further violating 47 C.F.R. § 22.919.

10. Because Cellular One® cannot identify which
of its subscribers have had their phones unlawfully emulated
without reference to the books and records of defendants
Cellular Two and Yankovsky, Cellular One® is entitled to an
injunction requiring defendants Cellular Two and Yankovsky
to turn over to Cellular One® all books and records in their
possession, custody or control relating to the emulation of
cellular telephones.

11. Because judgment shall be entered against
defendants Cellular Two and Yankovsky on consent and,
therefore, no appeal will be taken, there is no just reason
to delay the entry of final judgment against defendants
Cellular Two and Yankovsky. See Fed. R. Civ. P. 54(b).

ORDER ON CONSENT

Based upon the foregoing Findings of Fact and
Conclusions of Law, and on all the pleadings filed in this
action, it is hereby _

ORDERED that final judgment be entered against

defendants Cellular Two and Yankovsky:
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(A) Permanently enjoining defendants Cellular Two
and Yankovsky from emulating, altering, changing,
manipulating, or tampering with the electronic serial
numbers of cellular telephones, or otherwise causing
cellular telephones to emit or simulate the emission of
electronic serial numbers other than the electronic serial
numbers originally programmed into such phones by the
manufacturer (such conduct defined for purposes of this
order as "emulating," "emulation," "emulated" and any other
variant of the term); and

(B) Enjoining defendants Cellular Two and
Yankovsky to turn over to Cellular One® (a) documents
sufficient to reveal, with respect to each and every
cellular telephone emulated by Cellular Two or Yankovsky,
(i) the mobile telephone number, and the electronic serial
number emitted by the phone before and after emulation; and
(ii) the name, home and business address, and home and
business telephone number of the person for whom the
cellular telephone was emulated; (b) all work orders, bills,
invoices or similar documents issued by or to Cellular Two
or Yankovsky in connection with the emulation of any
cellular telephone; and (c) any contract, agreement or
correspondence between Cellular Two or Yankovsky and any

vendor, distributor, or manufacturer of hardware or software
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used by Cellular Two or Yankovsky in the emulation of any
cellular telephone.

Dated: Brooklyn, New York
May 29, 1995 .

Hon{ Storlxn Johnson, Jr.
0 \
CONSENTED TO:

FRIEDMAN & KAPLAN :tLp

[l f

Robert D. Hapflan (RK3627)
875 Third Avenue

New York, New ¥York 10022
(212) 833-1100

Attorneys for Plaintiff

ALLEN SIEGAL, ESQ.

’

By:

Allen Slegal (AS )
3058 Broadway

New York, New York 10007
(212) 693-0615

Attorney for Defendants
Cellular Two, Inc. and
Tony Yankovsky
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YCRK

——————————————————— x
CELLULAR TELEPHONE CCMPANY, d/b/a
CELLULAR ONE® : 95 Civ. 1666 (ST)
Plaintiff, : ORDER TO SHOW
CAUSE FOR
-against- : PRELIMINARY
INJUNCTION
CELLULAR TWO, INC., TONY YANKOVSKY,
CELLULAR EMULATION SYSTEMS, INC.,
and ALAN J. GEDACHIAN,
Defendants. :
——————————————————— x

Upon the annexed affidavits of Robert D. Kaplan,
sworn to April 24, 1995, John P. Hart, Jr., sworn to April
25, 1995, Salvador Vega, sworn to April 24, 1995 and Leslie
Hernandez, sworn to April 25, 1995, the exhibits thereto,
the summons and complaint, and the memorandum of law
submitted herewith, it is hereby

ORDERED that defendants Cellular Two, Inc., Tony
Yankovsky, Cellular Emulation Systems, Inc., and Alan J.

Gedachian show cause before the Honorable Sbherlirg Au\\n&noLﬁr.

———

, United States District Judge, in Courtroom

14 of the United States Courthouse located at 225 Cadman
Plaza East, Brooklyn, New York, on May 10, 1995, at 43
4.m, or as soon thereafter as counsel can be heard, why an
order should not be entered pursuant to 47 U.S.C. § 401 (b)
and/or Fed. R. Civ. P. 65 preliminarily enjoining and

restraining defendants, their officers, directors,

3729.1



principals, agents, servants, employees, successors and
assigns, and all those acting in concert or participation
with them, pending final disposition of this action, from:

(A) Emulating, altering, changing, manipulating,
or tampering with the electronic serial numbers of cellular
telephones, or otherwise causing cellular telephones to emit
or simulate the emission of electronic serial numbers other
than the electronic serial numbers originally programmed
into such phones by the manufacturer (the foregoing
hereinafter defined as "emulation activities"); or

(B) Destroying or discarding any documents, as the
term "document" is defined in Fed. R. Civ. P. 34(a),
relating to any emulation activities in which any defendant
has participated; and it is

FURTHER ORDERED that personal service of this
Order, together with the papers upon which it was based,
upon defendants on or before T p.m on Apal 28, 1995 shall
be good and sufficient; and it is

FURTHER ORDERED that all opposition papers, if
any, shall be personally served upon Friedman & Kaplan LrP,
attorneys for plaintiff, on or before iO_O_ P.m on _MQ)‘_ _S__,
1995,

Dated: Brooklyn, New York
April 26, 1995

[+] 55hu419§ Johnsen, Jr.
U.S5.D.Jd.
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

CELLULAR TELEPHONE COMPANY d/b/a
CELLULAR ONE? 1 95 Civ.

Plaintiff, i} AEFIDAVIT

-against- ;

CELLULAR TWO, INC., TONY YANKOVSXY, :

CELLULAR EMULATION SYSTEMS, INC.,

and ALAN J. GEDACHIAN, '
Defandants. b

STATE OF NEW JERSEY )

county oF sERGEN )

JOHN P. HART, JR., being duly sworni, states:

1. I am Vice President, Engjineering of Cellular
One®. I have been with Cellular One® for approximately
three years, managing tge Company's engineers and Network
Oporaﬁion- personnel. I have worked in the
telecommunications industry for nearly 25 years. Prior to
joining Cellular One®, ! worked for New York Telephone, AT&T
and NYNEX Mobile. I am thoroughly familiar with the
technical aspects of the cellular industry.

Electzonic Sezxial Nusbers and thair "Emulation”

2. The slectronic serial number ("ESN") of a
cellular telephone is a 32-bit binary number that is factory
installed in each individual phone. Each telephcne has a
unique ESN, just as each car has a unique Vehicle
Identification Number. A phone's ESN is distinct from its

332¢.1
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10-digit telaphone number, which is as:i#ncd by the cellular

carrier.

3. When a customer of Ccllula% One? or any: other
cellular carrier initiates or receives a'call, his or her
phone is identified to the cellular system by its ESN., B8y
identifying the particular phone being uged to the cellular
system, the ESN enables the cellular carrier to authorize
system usage and to bill the appropriate account for the
call.

4. "Emulation” is the process whereby the ESN of
a particular cellular telephone is altered to simulate the
ESN installed in a different phone. The cellular system
cannot distinguish between a phone emitting a particular ESN
becauge that was the number factory-installed intoc the
phone. and a phone emitting the san. ESN because it has been
emulated. As a result, emulation enables a person to make a
call on one cellular telephone (the emulated phone) while
charging the call to another phone (the phone originally
assigned that ESN).

" n " "

S. One spacies of emulation is known colloquially
as "cloning.” In this variety of emulation, thieves using
lophiltidtced scanning equipment monitor a cellular call and
determine the ESN of the transmitting phene. That ESN is
then programmed into a different phone. Anyone using the
altered phone will then be able to make ¢alls that will be
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interpreted by the system as originatinq from the phone that
wag "cloned.” The bill for such calls will be sent to the
customer whose ESN was misappropriated. When the fraud is
discovered, the victim's bill is adjusted to remove the
fraudulent charges and Cellular One? loses all revenue in

connection with the unauthorized calls.

€. Each year, the cellular in?ultry suffezxs
massive losses as a result of this type ¢f fraud. According
to the Cellular Telephone Industry Asscciation, losses from
fraud totalled approximately $500 million in the year 19594,
or more than $1.5 million each day. In the New York area
alone, 1954 losses totalled approximatel# $75 million.

7. In another species of emulﬁtion -- the one
this case concerns -- a phone purchased ﬁy an existing
Cellular One® customer is altered so tha§ i. emulates the
ESN of the customer's original, authorized phone, for which
he has an accocunt. Emulators are able tg achieve this
result by (1) disassembling the original phonc, (2)
disengagin§ and removing the computer chip upon which the
ESN is encoded, (3) placing the chip in an electronic device
that manipulates the ESN by reprogramming the chip, (4)
replacing the chip in the telephone, and (5) reassembling
the phone. The result of the emulaticn i that the customer
then has a second phone that is indistinguishable to the
cellular system from the customer's pre-existing phone,

enabling the customer to make calls from either phone on the
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existing account. The customer obtains an "extension” phone

for which he pays no access charge to Cellular One?.

8. The injury inflicted by "cloning" is obvious.
Cellular service is simply being stolen by thieves whc make
calls that will be billed erronecusly t¢ scmeone else's
account. The injury caused by the crclt¥on of unauthorized

"extension"” phones with emulated ESNs iljsubtlcr but no less

real. !

9. Cellular One® has a system in place that
is able to detect

attempts to combat cloning. This system
when a "single” phone is being used at c*o or more locations
at one time. Because it is obviously impossible to use ohe
phone from two locations, the system ismt::ually re.>gnizing
that multiple phones are emitting a aingﬁo ESN.

10. Because emulated "qxtensiFnl" used by

legitimate Cellular One® customers, like| phones cloned by

thieves, emit the same ESN as anocther phone, it is
impossible to distinguish between a phone that has been
emulated at a customer's request and a phone that has been
¢loned without the customer's knowledge. Accordingly, the
use of emulated "extension” phones significantly interferes
with Cellulary One®'s ability to take affiirmative action
against users of phones tracked by the anti-fraud system.

In essence, the many unauthorized “"sxtesrisions® in use act as
i !
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a smoke screen behind which the thieves Jan escape

detectiocn,.

11. The use of smulated "extenpions"” also
interferes with the proper operation of Cpllular One?®'s
system. Because there is no way for Cellhlar One? to
determine how many of its customers have *ad their phones
emulated, it is not possible for CQllular:Onc° to properly
assess the level of expacted systam ulago% Customers with
emulated phones are likely to use the system more frequently
than other customers, either because they will more often
have a phone available to them or bocaulc}tho emulated phone
is given to a second individual. | .

12. By preventing Cellular Oncﬁ from accuiatcly
prodiqting system usage, ESN emulation ingerferes with
Cellular One®'s ability to accurately p:o?ict the need to
expand system capacity. Capacity is limitjed, and the drain
on system resources leads a desterioration in service for all
customers -- increased static, the inability to complete a
call ("blocked" calls) and involuntary disiconnections
(rdropped” calls).

Bavauua lLoss

13. By enabling customers of Cellular One® to
obtain & second cellular phone which is iﬁvi-ible to
Cellular One®’'s system, emulation allows customers to avoid

paying the monthly access fee to which Cellular One? is
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entitled under its tariff. Because it

determine how many emulated "extension”

how much revenue the Company is losing.

A Swo to before me this
{ May of April, 1995.
-

~ B0 ¢+ - et

"y Ay
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phones are in use on

the Cellulaxr One® gygtem, it is impos¢i$l¢ to determine just

John Pl Hart, Jr.







UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

CELLULAR TELEPHONE COMPANY, d/b/a :
CELLULAR ONE® 95 Civ. 1666 (SJ)

Plaintiff,
-against-
CELLULAR TWO, INC., TONY YANKOVSKY,
CELLULAR EMULATION SYSTEMS, INC.,
and ALAN J. GEDACHIAN,

Defendants.

PLAINTIFF'S MEMORANDUM OF LAW IN SUPPORT OF ITS MOTION
FOR A PRELIMINARY INJUNCTION AGAINST DEFENDANTS
CELLULAR EMULATION SYSTEMS, INC. AND ALAN J. GEDACHIAN

FRIEDMAN & KAPLAN LLP
875 Third Avenue

New York, New York 10022
(212) 833-1100

Attorneys for Plaintiff
Cellular Telephone Company

May 24, 1985
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

____________________ X

CELLULAR TELEPHCNE COMPANY, d/b/a :

CELLULAR ONE® 95 Civ. 1666 (SJ)
Plaintiff,

-against-

CELLULAR TWO, INC., TONY YANKOVSKY,

CELLULAR EMULATION SYSTEMS, INC.,

and ALAN J. GEDACHIAN,
Defendants.

———————————————————— x

PLAINTIFF'S MEMORANDUM OF LAW IN SUPPORT OF ITS MOTION
FOR A PRELIMINARY INJUNCTION AGAINST DEFENDANTS
CELLULAR EMULATION SYSTEMS, INC. AND ALAN J. GEDACHIAN

Plaintiff Cellular Telephone Cor jany ("Cellular
One®") respectfully submits this memorandum in support of
its motion for a preliminary injunction pursuant to section
401 (b) of the Communications Act of 1934, 47 U.S.C.
§ 401(b). Cellular One® seeks an order enjoining defendants
Cellular Emulation Systems, Inc. ("CES") and Alan J.
Gedachian, during the pendency of this action, from further
violations of 47 C.F.R. §§ 22.919(a) and 22.933, Federal
Communications Commission ("FCC") regulations that prohibit

any person from altering a cellular telephone so that it
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"emulates" the electronic serial number ("ESN") of a
different cellular phone.:
P M N

Every cellular telephone is manufactured with a
unique electronic serial number. When a call is placed or
received, the cellular phone transmits its ESN, allowing the
cellular service provider to identify the subscriber, to
authorize use of the cellular network, and to track the call
for billing purposes.

It is possible, however, to alter a cellular
telephone's ESN -- to cause it to mimic or "emulate" the EéN
of a different phone. Technological pirates tampering with
cellular phones so that they emulate the ESNs of telephones
belonging to unsuspecting cellular subscribers ste.l
hundreds of millions of dollars worth of cellular service
each year, and cause hundreds of millions of dollars worth
of calls to be improperly billed to legitimate customers.
Other persons, such as the defendants in this case, create

unauthorized and unlawful "extension" phones for existing

! This memorandum supersedes plaintiff's prior

Memorandum of Law in Support of Motion for a Preliminary
Injunction, dated April 25, 1995. The memorandum has been
revised to take account of (a) plaintiff's settlement with
defendants Cellular Two, Inc. and Tony Yankovsky; and

(b) the May 10, 1995 amendment to the complaint.
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cellular subscribers by altering one or more phones to
emulate the ESN of the customer's one authorized telephone.

Altering a cellular telephone so that it emulates
a different phone's ESN, or knowingly using such altered
equipment, violates the regulations of the FCC. Moreover,
the use of unauthorized "extension”" phones severely and
irreparably injures cellular service providers such as
Cellular One®. As we explain below, it impedes industry and
law enforcement efforts to combat fraud; it interferes with
the functioning of cellular networks; and it causes
substantial, unquantifiable revenue loss.

47 U.S.C. § 401 (b) creates a private right of
action for injunctive relief on behalf of a party injured by
any person's failure to obey an FCC order. The statute
provides that if the defendant is disobeying an FCC order
regularly made and duly served, "the court shall enforce
obedience to such order by a writ of injunction or other
proper process . . . ." Id, Accordingly, Cellular One®
seeks an order enjoining defendants CES and Gedachian from
altering any cellular telephone ESN, in violation of 47
C.F.R. 8§ 22.919(a) and 22.933. Because Cellular One®
cannot determine which of its customers are using
unauthorized phones with altered ESNs other than by a review

of defendants' records, Cellular One® also seeks an order
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prohibiting defendants pendente lite from destroying any of
their records relating to the emulation of cellular
telephone ESNs.
P HI RY

By order to show cause dated April 26, 1995,
Cellular One® moved for a preliminary injunction barring all
defendants from emulating cellular telephones, in violation
of 47 C.F.R. § 22.919(a). ©On May 10, 1995, Cellular One?®
served an amended complaint (Exh. G to Kaplan Aff.),
clarifying its allegation that defendants' emulation
activities violate 47 C.F.R. § 22.933, as well as
§ 22.919(a).

Two of the defendants in this action, Cellular
Two, Inc. and Tony Yankovsky, have entered into a written
settlement agreement with Cellular One® agreeing to the
entry of a permanent injunction prohibiting them from
emulating cellular telephones. As required by the
settlement agreement, Cellular Two, Yankovsky, and Cellular
One® jointly submitted to the Court proposed Findings of
Fact and Conclusions of Law, as well as a proposed final
judgment permapnently enjoining Cellular Two and Yankovsky
from further emulation activities. Accordingly, the present
motion for a preliminarv injunction seeks relief against

defendants CES and Gedachian only.
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TA NT OF F

The facts relevant to this application are set
forth in full in the accompanying affidavits of John P.
Hart, Jr., Cellular One®'s Vice-president, Engineering (Exh.
A to Kaplan Aff.), and Salvador Vega, an investigator
employed by the NYSEC Group, the private investigation
agency retained by Cellular One® to investigative ESN
emulation (Exh. F to Kaplan Aff.). The facts are briefly

summarized below.

Background

Cellular Telephone Company, doing business as
Cellular One®, is licensed by the FCC as the exclusive
provider of cellular communications services on its
authorized frequencies in the New York Metropolitan
Statistical Area, which includes, among other regions, New
York City and Long Island. Customers of Cellular One® pay
fees to the company, including a monthly access charge and a
per-call usage fee, in exchange for the ability to use their
individual cellular telephones on Cellular One®'s network.

When a customer initiates or receives a call, his
or her phone is uniquely identified to the cellular system
by its 32-bit electronic serial number, a number permanently
assigned to the phone. (Hart Aff. 99 2-3) If the system

recognizes the ESN as belonging to a customer's phone, it
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